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In The Face of Disaster

When disaster threatens, abusiness owner is faced
with one question above many, “ Should our doors
remain open or should wetemporarily close?” The
question is most easily answered by whether or nat
your business hasprepared for an emergency in
advance.

Disasters can strike a any time. Fires, hurricanes,
floods, acts of terrorism or utility outages could
cause abusiness to relocate, cease operation tem-
porearily or even closeits doors indefinitely.

Accordingto research firm IDC, approximately
60% of smdll businesses fal to back up dataregu-
larly and as much as 80% of all backups have a
portion of datathat is nat resorable. For business
owners, backingup datais atop priority when the
loss of importart files and information could de-
bilitate operations for months, evenyesars. In fact,
accordingto the U.S Chamber of Commerce, 43%
of businesses that close followinganaturd disas-
ter never reopen.

Hardware and software can be replaced; the real
risk toyour business is interrupted access — even
momentarily — to criticad data How preparedyou
areto face these challenges before adisaster
strikes can determine the fate of your business.

Houston e-Retailer Shines Through Hurricane
For Brian Gavin, VP of Whiteflash.com an upscade
diamond e-retailer based in Houston- the decision
to “stay or go” was simple:

“We couldn’t afford to close the business,” Brian
says.“ As an e-retaler, our business isn't confined
to the Gulf Coagt. We have orders and inquiries
comingin from every corner of the gobe, 24
hours aday.” So Brian designated dl personnd to
safer locations and maintained normal business
activities remotely .

Brian, acusome o ours, has grown accustomed to
depending on our IsUtility® system, afully-managed
virtud IT solution. With it, Whiteflash.com' sinterof-
fice communication and collaboraion beween sales
and managemernt wert as smoathly sswhen all depart-
ments s& unde one roof.

“I’ve beenin this industry for over 30 years, and if
you're not availableto process an order or respond
toinquiry, someone elsewill be. As an eretaler, |
can’'t wait weeks or monthsto retrieve hard data if
something should happen to my sysem,” Brian
clarifies. “ Loss of datacould put me out of busi-
ness. Even aday’s worth of logt productivity can
set us back. Throughout Rita, my workforce
worked under one virtua roof without missinga
best.”

Take amoment to consider what this could mean
for your business. What if al of your important
datawerelost in an instant? How longwould it
takeyouto get your business up and running
again?

If you'rereponsiblefor your IT sygem (hot an

outsourced I T solution), an emergency prepared-
ness plan is the only way your business can sur-

vivethefury of what may happenthis hurricane

Season.

For any business interruption every minute of
downtime - planned or unplanned - costs abusi-
ness more than just thousands of dollars. It can
aso cost youthe confidence of those who depend
on that business - cusomers, suppliers and busi-
ness partners. Key components of an emergency
preparedness plan should include:

1. Records. First, determine the criticd compo-
nents of your business. Kegp detailed notes on
everythingyou do and what you rely on, such as
data, eectricity, phones, the Internet. Then make
contingency plans for every agpect.

2. Business Information. If you can access y our
data, you can restart y our business faster, epe-
cidly if you haveto work from another location.
In adisaster, you'll receive insurance or federal
funds much more qui ckly if you haveyour re-
cords. Your data should be stored in a secure cen-
tral location so that y our employ ees can operate no
matter wherethey’relocated. This dlowsyou to
keep track of employee activities, retain customers

and receive qui cker assistance.

3. Backup Data Files. Although backups should
be part of regular procedures, a separate full
backup of your critica data should be performed
before y our business closes in responseto ahurri-
canethreat. It is crucid at thistimethat acopy of
this backup be moved to a secure location an gp-
propriate distance avay in order to avoid thepos-
sibility tha ahurricane would aff ect both loca-
tions. The difference between abackup and a
“good” backup can saveyour business, so be sure
to test your backups for verification.

4. Computer Storage. As alast gep, your com-
puter should be shut down properly and unplugged
from thewdl outlet. Do the samefor the monitor
and dl peripherds such as printers, scanners and
speakers. M ove the computer and peripheras
away fromwindows and doorstowardsthe center
of theroom. The equipment should be supported
securdly at least two feet fromthe floor and cov-
ered with plastic sheeting.

5. Power. For each vita piece of business equip-
ment, purchase auxiliary generators. For data, you
can purchase inexpensive backup power supplies
to gveyou about ahdf hour of extrapower for
computers.

6. Safety. In adisaster, the most important thingis
physica safety . Keep flashlights and fresh batter-
ies on hand. Develop evacuation plans; know how
to exit your building in thedark or in afire. Kegp a
supply of fresh waer in caseyou haveto stay in
your office or storefor hours. G& names and hum-
bers from every employee of whom to contact.

7. Alternative suppliers. Remember, adisaster
esewhere can beadisaster for you if your critica
vendors become unavailable. Develop alist of
suppliers in other parts of the country — or world —
for back up.

Xvand Technology is provider of IsUtility®
(www.isutili ty.com.) delivering a fully-managed
virtual IT department on-demand as a utility.
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